WITDOM (empoWering prIvacy and securiTy in non-trusteD envirOnMents) is an EU Horizon
2020 funded research project with a duration of 36 months, which started in January 2015.
WITDOM focuses on developing innovative solutions for truly efficient and practical privacy
enhancing techniques and efficient signal and data processing in the encrypted domain for the
increasingly demanded outsourced environments. Actually, the main target WITDOM pursues is
to produce a framework for end-to-end protection of data in untrusted and fast evolving ICTbased environments, with a particular focus in data-outsourcing scenarios, where new threats,
vulnerabilities and risks due to new uses require end-to-end security solutions that will withstand
progress for the lifetime of applications they support.
While currently there are solid bases for homomorphic cryptography and secure processing of
data, research in WITDOM will go further, aiming at truly efficient and practical privacy enhancing
techniques and efficient signal and data processing in the encrypted domain, and develop a
holistic security-by-design framework for quantitative evaluation of end-to-end security and
privacy, aiming at guaranteeing efficient and verifiable provision of privacy in the context of ICT
services owned by third-party providers of distributed processing and storage, thereby
maximizing independence from stated security and privacy commitments by respective
providers.
Moreover, research and Innovation in this field cannot ignore the fundamental impact of the EU
data protection regulation on the evolution of Cloud-related environments and in the processing
of personal and sensitive data.
Finally WITDOM’s innovations deals with the instantiation of the developed framework, platform
and tools in two carefully chosen use-case scenarios from the eHealth and Financial services
sectors, whose impact and sensitivity of the involved data make privacy a must, and where
privacy and confidentiality constraints is a true barrier for profiting from the benefits of
outsourced architectures and Cloud-based deployments.
The WITDOM project is a Research and Innovation Action funded by the European Commision's
Horizon 2020 programme and the Swiss State Secretariat for Education, Research and
Innovation. This project joins together a multidisciplinary consortium comprising Universities,
research centres, strong industrial stakeholders, and end-users: Atos(Spain) as the project
coordinator, the University of Vigo (Spain) as the technical coordinator, Katholieke Universiteit of
Leuven (Belgium), IBM Research (Switzerland), Fondazione Centro San Raffaele (Italy), BBVA
(Spain), Gradiant (Spain), and the Ospedale San Raffaele (Italy).
More information at http://witdom.eu/
Follow us at https://twitter.com/W1TD0M
Contact us at elsa.prieto@atos.net

