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1 Excutive Summary

The present deliverabld)7.4 1 fiSecondDissemination Report and Materl, summari ze
dissemination activity performed by the WAOM consortium during the secomuoject year, from
January 208 (M13) to December 2016 @4), and provide thep ar t n e r s aissemmn@tiorv i d u
plans for thehird year d the project, ranging from January 2017 (M2% De@mber 2017 (M36

This document is supplementary to the deliverable ®7.1iSecondCommunication Activities
Reporbd , a@llesim Decerper 2016 which is focused on the&ommunication activity, as
communication and dissemination are considered separately in the WITDOM phaork Both
deliverables D7.4 and D7.X&tually enforce the dissemination and communication plan devised in
the deliveable D7.2' fiDisseminationPlaa, submi tted i n June 2015.

The deliverable D7.grovides the following information:

Scientific publicationsluring the considered period M\824;

Participation in scientific eventseld in 2016;

Collaboration with other R&Dnitiativesd ur i ng t he proj ectds secol

Dissemination material supporting both the dissemination and communication nthterigl
this reporting period M1-3124;

9 Dissemination plans for thaird year.

= =4 =4

Following the dissemination strategy of D7tBe dissemination activitguring the secongear
focused on spreading out thaderstandingabout its concepts and results to a rather research
audience, able to take up the project outcomes from a technical perspective.

In particular the project can rapt the following metrics:

Activity KPI achieved in thesecond project year (2016)
Publications 8 papers producedl paper revisited 1 paper
resubmitted

7 papes accepted

1 whitepaper contribution

W

Project presentations in events or conferen 8 attenéd conferences for presenting the proj
results/concepts.

1 workshop organised by the project.

Liaison with other R&D initiatives 22 initiatives contacted belonging to FP7 and H20
11 effective liaisons

Dissemination Material 1 updated brochure design

400 brochures handexuit in 8events

1 updated poster, presented at 2 conference
1 official updatedoroject presentation in PPT
2 video footages
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2 Il ntroducti on

2.1 Purpose of the document

The oljective of this deliverable D7.%4 fiSecondDissemination Report and Mater@al i s t o pr
an overview of the dissemination activities carried muWWITDOM during thesecondproject year,
starting on January®12016 to December 31 2016 (from M13 to M24, and provides the
dissemination plans for thhird year of the project.
This document is suppientary to the deliverable D7.113 iSecondcommuication Activities
Repord [1] , also due in Deember 2016 which is focused on the communication activity, as
communication and dissemination are considered separately in the WITDOM plaork Both
deliverables D7.4 and D7.1&tually enforce the dissemination and communication plan devised in
the deliverable D7.2 fiDissemination Plad[2] , submitted in June 2015.
According to the time phases described in D7.2, the concern perioeM@243orrespods to one
dissemination phasenderstanding:

1 To continuously create understanding of the project concepts and béoefiie different

target groups with regards tioe underying technological developments.
1 To contribute to the impact creation by commi cati ng and ensurin
understanding of the project concept, results and potential applications.

Even thougltheinitial stage was purposely devoted to awarenessNMY}, this concern did not end
with M6; on the contrarythis is a lingeng effort throughouthe entire project duration (lortgrm
visibility).
The following table is an excerpt of D7.2 in order to remind the focus of the communication and
dissemination activity during the considered period (NWI24):

Tablel. WITDOM Communication and Dissemination Phases

Phase II. Understanding

M7-M24

The general awareness measures will continue but they will be ta
towards engaging with providerseating understanding about the proj
conceptsand the underlying technological developmeatsd adopters
Therefore the main target group is the research community.

Key messages General messages, project concepts, preliminary outcomes and preli
innovations.

Actions 1 Wider communication and diemination actions with define
channels and tools (press releases, publications, related sites, e

1 Updated dissemination materials.

1 Collaboration with other research projects to try gathering feed
that can be fed into requirements for first itenatof legal and tect
models.

1 Initial stakeholder outreach by engaging with external ms
stakeholders.

Initial vision of exploitable outcomes and assets.

Involved Milestones

MS1 - Requirements and Methodologies
MS2 - Common Architecture
MS3 - Preliminary Toolset and Platform

= =4 =4 =2
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2.2 Relation to other project work

As above mentioned, D7i4 closely bound to the deliverable D7.ZiDissemination plad, wh i c h
describes the dissemination strategy, as well as the target audience and communication channels. |
turn, D7.2 is aligned with the project work plan described in the deliverable iDAFrst Work
Plano [5] and its two updates D1.6, D1.8.
D7.4is also connected with the communication and dissemination deliverables:

1 D7.17 Puldic Web Presence (M33]

1 D7.13i1 Secondissemnation Report and Material
Finally, because one of the communication objectives is the outreach of the project concepts and
results, it is necessary to consider the project wogeneral terms.

2.3 Structure of the document

The document consists of three main chapters:

1 Chapter 2 addresses the dissemination task and reports the activity with regard to scientific
publications, participation in scientific events and the collaboratigimn wther R&D
initiatives, related tohe program&P7 and H2020.

1 Chapter 3 provides an insight of the dissemination material used to support both the
communication and dissemination material, namely the project brochure, the project poster,
the project pesentation and some footage.

1 Finally, Chapter 4 provides the consortidmal disseminatiorplans for the next year (M25
M36).

2.4 Glossary adopted in this document

91 Dissemination. The public disclosure of the results by any appropriate means (other than
resuling from protecting or exploiting the results), including by scientific publications in any
medium.

2.5 Acronyms used in this document

ACM Association for Computing Machinery

ARES Availability, Reliability and Security

ATOS Atos Spain SAE

BBVA Banco Blbao Vizcaya Argentaria

CiTiP Centre for IT & IP Law

CosIC Computer Security and Industrial Cryptography
CSA Cloud Security Alliance

CSP Cloud Service Providers

CSP Cyber Security & Privacy

Dx.y Deliverable number y corresponding to WP number x
EC European Commission

EIM Exploitation & Innovation Manager

EU European Union

FP7 Seventh Framework Program

GPSC Signal Processing in Communications Group
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GUI

IBM

ICT

IEEE
IH&MMSEC
ISO

KPI

KU Leuven
MDD

MSx

Mx

PSP
QoSec
R&D

SECODIC
Cloud

SLA

UAE
UML
UvIGO
us
VICOS
WIFS
WITDOM
WP
XLAB

Graphical User Interface

IBM Research Gmbh

Information and Communication Technologies
Institute of Electrical and Electronics Engineers
Information Hiding and Multimedia Security
International Organization for Standardization
Key Performance Indicator

Katholieke Universiteit Leuven

ModelDriven Development

Milestone number x

Month number x

Privacy Service Provider

Quality of Security

Research & Development

Secure and Efficient Outsourcing of Storage and Computation of Data in the

Service Level Agreement

United Arab Emirates

Unified Modeling Language

Universidad de Vigo

United States

verification of integrity and consistency for cloud object storage
Workshop on Information Forensics and Security

empoWering prlvacy ahsecuriTy in noftrusteD envirOnMents
Work Package

XLAB razvoj programske opreme in svetovanje d.o0.0
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3 Dissemination Report

3.1 KPIs for the second year

The following table summarizes the quantitative view of the prdject d i s s a&ctivity,fbeoken o n
down in the work lines defined in the deliverable D7.2, and based on some Key Performance
Indicators (KPIsdefined in the mentioned deliverabléable?2 provides the KPIs for M1:8124, and

they are also offered in companisto those of MOAM12.

Table2. Dissemination KPIg 2016

Activity KPI achieved M0IM12 ‘ KPIs achieved in M13124
Publications 6 papers produced 8 papers produced 1 paper

4 paper accepted revisited 1 paperesubmitted

1 papers in submission 7 papes accepted

1 whitepaper contribution

Project presentations 6 attended conferences f 8 attended conferences f
events or conferences presenting the projed presenting the projéc

results/concepts. results/concepts.

1 session organised by tl1 workshop organised by th

project. project.
Liaison with other R&D| 12 initiatives contacted belongin 22 initiatives contacted belongin
initiatives to FP7 and H2020 to FP7 and H2020

8 effective liaisons 12 effective liaisons
Dissemination Mterial 1 brochure design 1 updated brochure design

400 brochures handexlit in 12| 400 brochures handeslt in 8

events events

1 poster, presented at |1 updated poster, presented a

conference conference

2 official presentations in PPT | 1 official updated project

1 video footage presentation in PPT

2 video footages

In general termswe can consider that during the second project year, the project kigitealevel

of dissemination activityMoreover thematurity of the project results in comparisorthe first year
indicates a much richer and interesting content. The change of audience towards a more expert grou
also had a significant impact.

3.2 Scientific Publications

During this second year WITDOM can report the following papers:

1 fDon't trust the cla d , veri fy: Il ntegrity and .cMnsi s
Brandenburger, C. C a ¢ hRenised pabilichtiodh. 2ndkKSeptemigew | ¢
2016 athttps://arxiv.org/abs/1502.0449@ his publication was already reported in D7.3, but
the papehas been revisited this year.
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1T AHardware Assisted Fu lEValatiad amddEncoyptgd SeaehSF u n c |
Sinha Roy, F. Vercauteren, I. Verbauwhede, and J. Vliegen, COSIC internal repori,Zp. 1

2016
1 fAEnhancing Personas for WeBleing eServies and Product Service Systéntauro Vicini,
Adriano Gariglio, Francesco AlbertiElettra Oleari, Alberto Sannafi De si gn, U

Experience, and Usability: Design Thinking and Methedsth International Conference,
DUXU 2016, Held as Part of HCI Internatial 2016, Toronto, Canada, Julyi 22, 2016,
Proceedings, Part I. pp 3@56. DOI: 10.1007/978-319404097_35. Print ISBN 978-
319404080. This paper was already reported in D7.3 as accepted by the DUXU 2016. The
paper is how in the conference prodeegd.

1 fACo-Creating Securityand-Privacy-by-DesignSystem& NicolasNotario, Alberto Crespo,te
al. Submitted and accepted in twerkshop on Security, Privacy, and Identity Management in
the Cloud(SECPID)2016 at the 11th Internatioal Conference on Availability, Reliability
and SecuritfARES 2016) conference, in Salzburg/Austb®I: 10.1109/ARES.2016.74
This paper is a resubmission of the old paper reported in D7.3 to the SAC16 Conference,
which was finally rejected.

1 APrivacy Pregrving Cloud Servicés N.Notario, A. CrespoPresented at th€ESA-EMEA
Congress 2016, Madrid, SpaMovember 16 2016.

1 ADynamic PrivacyPreserving Genomic Susceptibility Testinylina Namazi,Juan Ramoén
TroncosePastoriza FernandoPérezGonzalez.Proeedings of the 4th ACM Workshop on
Information Hiding and Multimedia Security, pp.i4®, ACM 2016

1 Almage Denoising in the Encrypted DomainAlberto PedrouzdlJlloa, Juan Ramon
TroncosePastoriza and Fernando Péfaanzalez.8" IEEE International Workshomn
Information Forensics and Securid¢y7 DecembeR016 Abu Dhabi, UAE

1 ASecure Genomic Susceptibility Testing based on Lattice Encrgplicem Ramon Troncoso
Pastoriza, Alberto Pedrouzdiloa, Fernando Pére3onzéalez.Acceptedto the 42nd IEEE
Interndional Conference on Acoustics, Speech and Signal Processing, ICASSP 2017

1 AOn Ideal Lattices over the Tensor Product of Number Fields and Ring Learning with Errors
over Multivariate Ring& Alberto PedrouzdJlloa, Juan RamoOn Tronco$tastoriza,
Fernando PézGonzalezOnline: https://arxiv.org/abs/1607.05244

On top of this lists, WITDOM also participated in the production @frétepaper on Free Flow of

Data (FFD), within the scope of the Data Protection, Security and Privacy (DPSP) cluster. The
whitepape i s Cloudttdchenalogyfioptions towards Free Flow of @ataa nd pGloudt s ¢
technologyand methodologpptionsfor addressing the technical issues relatetthé¢oFFD initiative

Digital Single Market initiative #14. The whitepaper is expected dorddeased in at the end of
December 2016 or early January 2017.

With this list, WITDOM has an amount of 1fapersand articles and 3 whitepapers at the end of
M24.

WITDOM keeps aself-archiving or green open access for publications. The approaching lise
publications on the project website, in the s
a version of the final publication, which will be stored in an institutional repository by the authors or
to a central repository (like OpenAER9] ). This will be done before, at the same time as, or after
publication of the final publicati on, al ways
embargo period.
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3.3 Participation in Scientific Events

This line refers to the consortium participation in scientific conferences, symposia, workshops or
conferences presenting WITDOM. Communication events are reported in the deliverable D7.13.

Event Partners

s o < .| | Net Futures 2016 Driving Growth in the Digital AN .
SPQP CLUSTER
Data Protection, Security and rrivecy i

© * “|| SingleMarket [10]

‘5
\eT FUTURES 2 April 20-21st 2016.BrusselqBelgium)
o

S+ Shis
'ONg community of

Net Futures 2016 wishes to maxim

25 Projects (€78M): 16 i tonon e experts
competitiveness of the European technol o ::K; 0% €S 6017 €12 s
industry. Paasword  BwBUSA & SWiTCH Gitdam
The conference gathered over 1.000 attendee : e, @ = SUNFISH
form an interconnected communitinvolving O{P}ERANDO ) o
companies, organizations and people in Rese o
& Innovation, Market Validation & Living Lal § & Tosta-neacy N AppHub” Secci@rd
Research, Business Developme

Entrepreneurship & Enterprise Strategy, ¢ § € 552 ﬁ Q@ rrescea é
Policy Making.

The Data Protection, Security and Rwy in the Cloud Clster waspresent alNet Futures 2016
There wasa booth of the Cluster in the Exhibih area wher€luster results in 201&ere exposed
cluster members shed some main technical results of the projects. MUSA, CLAR
PAASWORD, PRISMACLOUD, SLALOM, SLAReady, CLIPS, SPECS, CloudWATCH
SWITCH, TREDISEC, WITDOM, and STRATEGIC projectssplayed presentations and videc
describing their innovationsThere were alsotool handson demos of SPECS, CLIP
PRISMACLOUD and CLOUDWATCH2

‘ WITDOM at the event

m.

Iultl:ll:lla

Under the umbrella of the Data Protection, Security and Privacy in the Cloud Cluster (DPSP)
WITDOM patrticipated at the Net Futures 2008ssemination material was submitted by mean
DPSP cluster. This event is considered of high impact, espeb&thus€CommissioneGunther H.

Oettinger had the opportunity to visit the cluster stand and get some first hand irdarataiut the
clustered projects, including WITDOM.
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Partners

Talk at Politecnico of Milano

May 24" 2016, Milan (taly) FCSR

E'litl:ll:lEII
The talk has been given at the Politecnico di Milg
DEIB (Department of Electronics, Informatics a
Bioengineering) departmerty Mr. Francesco Albert
(FSCR) Roughly 20 people (students and profess
attended thetalk. The session consisted ionehour
presentation with a brief introduction of our research
followed by the description of WITDOM, focusin
mostly on the eHealth scenario.

A 30-minute Q&A session concluded the talk.

‘ Event

‘ Partners

4™ ACM Wo rkshop on Information Hiding and Multimedia UVvIGO

Security [11] [12] ATOS
June 2022,2016 Vigo (Spain)

Vigo was the town chosen for holding the 4th Workshop morination Hiding & Multimedia
Security (IH&MMSec 2016), one of the most important conferences in the field of multir
security (media identification, biometrics, video surveillance, multimedia forensics and ne
security) and hiding information tectgues in digital files, such as watermarking, privacy, resis
to interception and protected or hidden communication channels.

The 4th ACM Workshop on Information Hiding and Multimedia Securépng with the IEEE
Workshop on Information Forensi@andSecurity (whose fourth edition was organized by GPS
2012),represent the two conferences of reference on the international scene regarding infc
forensics and multimedia security, backed respectively by the two most prestigious institut
electrical and electronic engineering (IEEE) and computer science (ACM).

The Signal Processing in Communication Group (GR&% responsible for the organization of t
international meeting, a team of professionals with extensive experience in signasprgpde
communications ahmultimedia security research. Th&MMSec has been held at Vigo from Ju
20th to 22nd, and has hale support of Xunta de Galicia (Galician Government), Universit
Vigo, Ayuntamiento de Vigo and Fundani Empresa Universadl (FEUGA), as well as th
implication of the technology and research centers AtlantTIC, Gradiant, CNRS and ARIStA
the supporting @mpanies Amped Software, Intel aAdios; the H20R European research proje
WITDOM was also one of the major supposterf the conference, with presence in all sessions
dissemination material of the workshop

In all, there were 21 highuality papers accepted out of a total of 61 submissions from resea
all around the world. This led to a low acceptance rate6d#98. The 5 countries with the highe
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numbers of submissions were China, USA, France, India and Germany

This workshop is one of the premier conferences in
area of multimedia security, and it attracts researc
from all over the world.

The workshp focuses on information hiding topics, su
as  watermarking, steganography, steganaly
anonymity, privacy, hartl-intercept communications
and covert/subliminal channeldt also focuses on
variety of multimedia security topics includir
multimediaidentification, biometrics, videsurveillance,
multimedia forensics, and computer and netw
security.

The research presented at this workshop capture
stateof-the-art of research conducted in acaden
industrial, and government institutions arduhe world

WITDOM at the event

M.
wltl:lnEl
WITDOM sponsored the past edition of the ACM IH (International K§bop on Informatior
Hiding) & MMSec (Workshop on Multimedia Security)

Dissemination material was especially updated and printed for the conference.

The team at UVI GO presented one Dyoamik privany
preserving disease susceptibility testng, -authored byMs. Mina Namazi, Dr. Juan Ramor
Troncoso andr. Fernando PéreDuring the celebration of the event, UVIGO igety contributed
to the social networks with news and updates about the workshop and WITDOM involvem
published one press release about the event.

Gradiant also participated in this event by presenting a poster with its expertise in secu

privacy technologies. Among these technologies, the developments carried out in WITDOI
presented and discussed, as well as the W

Partners

SECODIC 2016 Workshop on Secure and ATOS
B s Conforence Efficient Outsourcing of Storageand FCSR
IntemationalConerence o Aveiobily ey nd ey | | COMPUtation of Data in the Cloud[16] IBM
August 31 September 2, 2016&alzburg KU Leuven
(Austrig) uvIGO
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The 11th International Conference on Availabili
Reliability and Security (ARES 206 brought
togetrer researchers and practitioners in theaaof
dependability

ARES aims at a full and detailed discussion of
research issues of dependability as an integre
concept that covers amongst others availabi
safety, confidentiality, integrity, maintability and
security in the different fields of applications.

ARES emphasizes the interplay between foundations and practical issues of dependa
emerging areas such asgevernment, mrgovernment, locatiotvased applications, ubiquito
computhg, autonomous computing, chances of grid computing etc.

The conference included high profile keynote speakach asBernhard Schélkoaf, Max-Planck

Campus Tubinger@ermany or Negar Kiyavash, University of lllinois at Urba@dampaign (US)

WITDOM at t he event

Witdom rv— ‘ ”P’ﬁ
[] : Y -

uJ o O S=COoDIC 20
SECODIC 2016Workshop on Secure ar [ Workshop on Secure

.. . and Efficient Outsourcing of Storage
EfflCIEﬂt Outsourci ng Of Storage ar and Computation of Data in the Cloud

Computation of Data in the Cloudas ce Q August 31, 20% - Satzburg AU
organized bythe H2020 projectsVITDOM
and TREDISEC

This workshop aimedt discussing the recent advances in managing seandtyerformance in th
cloud as well as protection of data at rest and in trafsg.workshop hathe honour to include in it
agenda a keynote given by professor Aéokan, distinguished scientific who has focused
research on the application of ctggraphic techniques to design secure protocols for distrik
systems

WITDOM talks comprised the following:

1 Empowering privacy and sectyr in nontrusted environmentsa WITDOM overview Ms.
Elsa Pérez (Atos), WITDOM coordinator
1 PrivacyEnhancing Techriogies and Anonymity in cloud scenaridsls. Eduarda Freire
(IBM).
1 Hardware Assisted Fully Homomorphic Function EvalbatiMr. Sujoy Sinha Roy (KU
Leuven).
There were alsonvited talks for other H2020 projects, such @eco Cloud PRISMACLOUD and
CREDENTAL . With regard the attendance, SECODIC 2016 captured significant attention frc
ARES 2016 participants, becoming one of the most successful sessions of the conference
other existing parallel sessions, WITDOM conference room was full thee efdy. Considering
capacity of 40 seated places, the number of attendees could range betivé&hpédple. Attendee
showed great interest and participatetivaly in the different talks.

Apart from the SECODIC workshop, WITDOM also had mapition in the SECPID workshoy
jointly organized by the H2020 projects CREDENTIAL d@RISMACLOUD on Security, Privacy
and Identity Management in the Cloud. Atos, FSCR and UVIGO jointly issued a paper
workshopthat was set out byir. Sauro Vicini (FCSR

WITDOM also patrticipated in a poster session

. % ARES Con
Co-organized by EU - H2020 @ tredi witdam f' i sy
[ W]
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5th annual CSA Congress EMEA[13] [14]

/S A 2016 EMEA

b:ﬂC’ongress 1stCloudWATCH2 Cloud Security Plugfest[15] ATOS
November 1416th, 2016. Madrid(Spain)

The Cloud Security Allianc

organization dedicated to defining and raising awareness o

practices to help ensure a secure cloud computing environm 7 gAY

CSA harnesses the subject matter expertise imfustry CloudPluqub

practitioners, associations, governments, and its corporate \p

individual members to offer cloud securgpecific research 'lsh:ﬁm

education, certlflcathn, e\_/ents_ and products. SECURITY PLUGEEST

CSAOGs activities, knowl edg e

entire conmunity impacted by cloud from providers anc 14 November 2016

customers, to governments, entrepreneurs and the ass CSA EMEA Congress 2016

industryd and provide a forum through which diverse par i o

can work together to create and maintain a trusted ¢ nhtte/wwweloudwatchhub eu/our-events
ecosystem.

WITDOM at the event

m,

Iﬂltdl:llzll

On November 1% 2016, Atos participated in Cloudwatch2 Cloud Security Plugfest, an
organized by the CSA CloudWATCH2 project (a European Cloud observatory supporting

policies, standard profiles & services) in cooperation with CSA and edddcwith CSA EMEA
Congress 2016 in Madrid.

The aim of the event was to bring stakeholders together in order to find out whether and h
their projects use security standards. Focus included identification of what are the most ¢
standard implen@ation use cases and what are the gaps that can be identified in standards u
different organizations and which can be the recommendations for new standardization effor
better adoption of standardslr Alberto Crespo Atos) participated inthis event to present ar
defendthe standardization efforts in WITDOM.

On November 1% 2016 Mr. Alberto Crespo (Atos) presented a joint paper by the pro
WITDOM-CREDENTIAL on Privacypreserving cloud services.

\ Event Partners
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The 8th IEEE International Workshop on
_ Information Forensics and Security[16] [17] UVIGO

December 4#¥th 2016, Abu Dhabi (UAE)

WIFS is the annual flagship workshop organized by | IEEESPS Winter School on
Information Forensics and e8urity (IFS) Technica

Committee of the IEEE Signal Processing Society. Its sev UES
edition took place in Abu Dhabi, UAE, on December-4th IOMETRI(S
2016. Its major goal is to bring together researchers in the

to foster ideas exchange and to allow cifesslization among
researchers working in the different areas of informa
security. WIFS serves also as a powerful instrument
community building.

The conference featured three keynote lectures, four tuto
January 8-12, 2017

lectures and poster sessions, demo amdjoimg Wwork| FENES NYU Abu Dhabi, UAE
activities. Topics of interest include, among othe \ T AL
anonymization and data privacy, and cryptography | @ ‘ e
multimedia.

| WITDOM at the event

M,

ultdl:llzll

UVIGO actively participated in this workshop, presenting current research work in the field of

and participating in the sessions related to Security and Privacy. The workshop also served tc
awareness of W TDOM6s activities and di sc!

UVIGO submitted a WITDOMrelated paper, titled Image Denoising in Brecrypted Domain.

Partners

Talk at BBVA
December 14 2016. Madrid (Spain)

| WITDOM at the event

FCSR

M.

Iull:l:ll:llzll

The talk has been given tite BBVA innovation center
Approximately 25peopleattended thisalk, consisting in
a twohour presentation alit the history and th

concepts of cryptography. WITDOM was introduced
an applicable solution to the Financial Services sectot

3.4 Collaboration with other R&D initiatives

The present section provides a description of the R&D initiatives, with whiEhD@M has
interacted during theecondyear. These are mainly research projects fitoenH2020 prograrrSome
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of these projesthad been previously identified in the deliverable D&l reported in the first
project year (D7.3).

Table3. List of R&D projects collaboration during M18124

Project name Program WITDOM partner
Project CLARUS18] H2020ICT Atos
Project CloudWATCHRL9] H2020ICT Atos
Project COCGCLOUD [20] FPZICT Atos
Project CREDENTIAI21] H2020ICT Atos
Project DICH22] H2020ICT XLAB
Project ESCUDGCLOUD [21] | H2020ICT IBM

Project OEERANDOQO[24] H2020DS FSCR
Project PRISMACLOUL26] H2020 ICT Atos, FSCR
Project TREDISEQ27] H2020 ICT Atos, IBM
Project SPEC$28] FPZICT XLAB
DPSP clustef29] EU clusters Atos

In comparison to D7.3, the project PRIPARE has disappdeosm the list, as the project ended

2016. The project WISER was also dropped from the list; the reason ikdlstope of both projects

are rather different, therefore the collaboration opportunities are scarce. At the sanothgme
projectssuch as ClodWATCH2, CREDENTIAL and TAPPS are new in the list. In general terms it

is worth mentioning the collaboratiomith the TREDISEC project, which has proved to be a close
partner for dissemination activities. Moreovdre tparticipation in the Data Protection, Security, and
Privacy (DPSP) cluster allows the consortium to exchange much information with other research
projects gathered under the umbrella of this initiative.

3.4.1 CLARUS

The H2020ICT-20141 project CLARUS A framework for user
centred privacy and security in the clquaims to reinforce
European leadership in privacpreserving technologies by
P Sl safeguarding the privacy of citizensin cloud computing
CIaFus environments by means aifriovative research in securigynabling
LA Lo techniquesattacktolerant systems anaew architectures for secure
delivery in the cloud.

Two representatives of CLARUS attendib@ event at # "Integrity and Verifiability of Outsarced
Data/Computation” session, belonging to tNeorkshop on Secure and Efficient Outsourcing of
Storage and Computation of Datathe Cloud"- SECODIC 2016jointly organised by WITDOM

and TREDISEC Dr. Melek Onen(Eurecom)moderatd the sessionandgee a t al k on 0
Pol ynomi al Eval uat i onMr. damésaAtdermarn (R&al Holl@aypUnivecsiyt i o n
of London),ga e a tal k on fAVerifiable searchabl e enc

3.4.2 CloudWATCH2
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¢ . ¢ The H2020 projectCloudWATCH2 ({Think Cloud Services for
0 ’ ’ Government, Business and Reseajdakes a pragmatic approach
" to market uptake and sustainable competitiveness for the wider

Cl‘u dm-tch uptake of new cloud services and products from European research
and innovation initiativesCloudWATCH2 helps R&l initiatives to

overcome challenging issues like standards and pricing to maximise theesoommic impact of

this new cloud ecosystem.

This project was suggested by one of the WITDOM PAB members for collaboration. Though the

suggestd collaboration was more in line with the legal research, the approach to CloudWATCH2 has

also allowed WITDOM to exchange information about cloud standardization, by means of the above
mentioned everitst CloudWATCH2 Cloud Security Plugfest

3.4.3 COCO-CLOUD

‘ coco The F P 7 pQordigeetial tand fiCompliant Clouds(Coco

Cloud) aims at allowing the cloud users to securely and privately

share their data in the cloud. This will increase the trust of users in

the cloud services and thus increase their widespread adeption
consequent benefits for the users and in general for digital economy.
During this secongbroject yearshared teleconference between WITDOM and COCOCLOUD was
held on February, 19 where WITDOM pilot scenarios, COCOCLOUD architecture for DpaaS, and
WITDOM architecture for trusted and untrusted domains were discussed. WITDOM protection
components were explained and general perspectives of role definition (End Users, Developers,
Service Provider, and Untrusted Service Provider) jointly with data ftowearns were tackled.

3.4.4 CREDENTIAL

The project CREDENTIAL (fiseCuRE clouD idENTIty wALX is an EU
funded research project developing, testing and showcasing innovative cloud

based services for storing, managing, and sharing digital identity information
R\ ard other highly critical personal data with a demonstrably higher level of

o security than other current solutions. The main idea and ambition of
g CREDENTIAL is to enable entb-end security and improved privacy in cloud
CREDENTIAL identity management services for mamagisecure access control. This is

achieved by advancing novel cryptographic technologies and improving strong
authentication mechanisms.

Due to the common research field, it was natural for both projects to start a collaboration, also
considering that Atoss member of both consortia. During the present year, the partnership between

the two projects have been reinforced by their participation in the DPSP cluster and the good
understanding between the two project coordinators (Atos and AlIT). CREDENTIALahaspated

in the SECODIC workshop, invited by WITDOM, and both projects have submitted a joint paper to

the CSA EMA 2016 conference.

3.4.5 DICE

e —— The H2020EU.2.1.1.3 project DICE
| | [ @ QR ( Geveloping Datantensive  Applications
with Iterative Quality Enhancemeitswill
tackle the challenge of rapid increase in demand foridsgasive applications by defining a quality
driven development methodology and related tools that will markedly accelerate the development of
businesritical dataintensive applications ruimmgy on public or private clouds. Building on the
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principles of modedriven development (MDD) and on populstandards such as UML, MARTE

and TOSCA, the project will first define a novel MDD methodology that can describe data and data
intensive technologgin cloud applications. A quality engineering toolchain offering simulation,
verification, and numerical optimization will leverage these extensions to drive the early design
stages of the application development and guide software quality evolution.ddd@ies a good
know-how on the latest begtractice development tools and methodologies into WITDOM.
Additionally, since DICE is also working on Cloudify solution and the fact is that WITDOM aims at
adopting Cloudify as a central service for obtaininfpimation on deployments of the tools in the
cloud-settings, both projects will collaborate on this matter and exchange-hkoewWith the
participation of XLAB in both projects, various Cloudify related problems have been solved jointly
and the Cloudifyblueprints that are common to both projects have been prepared together. Some
deployment results (DICE related) have been reported on the CloudifiAblog

3.4.6 OPERANDO

The H2O0 20 Onlne &nivacg Enforiement, Rights, Assnce and
Optimizatom ( OPERANDO) i's a research pro
extending the statef-the-art solutions adopted by Privacy Service Providers
(PSPs) to provide comprehensive user privacy enforcement in the form of a
dedicated o#line se& v e, cal l ed APrivacy Aut hc
WITDOM are therefore close in scope, similarly to the situation with

OPERANDQO TREDISEC and PRISMACLOUD. OPERANDO and WITDOM share one
partner, FCSR, providing a direct link for sharing information.

3.4.7 ESCUDO-CLOUD

The HD20-EU.2.1.1.3project ESCUDGC L O U DEnforéeable Security in the
Cloud to Uphold Data Ownershipaims at empowering data owners as first class
citizens of the cloud. It provides effective and deployable solutions allowing data
owners to maintain contralver their data when relying on Cloud Service Providers
(CSPs) for data storage, processing, and management, without sacrificing on
functionality.

ESCUDQOCLOUD focuses on protecting data stored in remote services. In this
sense there is a close similaritya part of the goals pursued by WITDOM. As a
partner in both projects, the IBM teams involved in the two hold regular meetings to exchange
information about the two efforts.

3.4.8 PRISMACLOUD
The H2020 projecti P R v a SegceuritgMAphtaining Services in

57 theC L O U PRRISMACLOUD) is a research project developing the
next generation of cloud security technologies. The project brings
a0 novel cryptographic concepts and methods to practical application to
prisma cloud improve the security and privacy of cloud based servicesraids

them usable for providers and users. an idea and ambitioof

PRISMACLOUD is toenableendto-end securityor cloud users and
provide tools tgrotect their privacwvith the best technical means possibts cryptography.
SynergiesbetweenPRISMACLOUD and WITDOM were sought during Trust in the Digital World
event (June 1516", The Hague Netherlands) byThomas Langer(Université de Lausanmne
PRISMACLOUD), and~ernando Carmona (Ate&ITDOM).
Université de Lausanne main tasBkPRISMACLOUD addreseghe potentitimpact of the proposed
systemdor endusers (individuals, comparseand policy makers with specifaoncerns abouie
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potential misuse of secure cloud systems to fostdrance, and promote cybercrime what is aligned
with the pivacypr eser vi ng t ool s and t e c htroloveotigeir gessondl o r
data, suggested by WITDOM.

Université de Lausanni working on generic requirements and security goals of secure cloud
infrastricture whatcan be easilyreused to materlse securityand privacy properties within
WITDOM scope. Dr.Thomas Langer became a member of WITDOM Project Advisory Baaad
was submittedbasic factso advice about.

Furthermore, a sort of joint activity for both projects was intended for ARES 2ftftérence (Ag

31- Sept 3 in Salzburg, taking advantage of this good opportuoitynformal discussion about the
projects, thenatchingscopes, etc. From Atos perspective, both WITDOM and TREDISEC projects
were present at Workshop on Secure and Efftoiutsourcing of Storage and Computation of Data
in the Cloud. Ms. Elsa Prieto (Atos) and Dhomas Léangejoined efforts for networking amongst
participants ssummary of projeststructure, goals, resultsyhich services aretendedto provide,

and atwhat level of maturity

Dr. Langer also participated at the Trust in the Digital World evésge D7.13), invited by
WITDOM.

WITDOM and PRISMACLOUDdefinitely will continue exchangng information on the projects and
identifying actua points where to share a common ground.

3.4.9 SPECS

The FP7 pr o$eewetPro8sklng 8f Cloud Services based on
SLA managemerit) ai ms at developing an op:
Securityasa-Service and enable useentric negotiation of seadty
parameters in Cloud Service Level Agreements (SLAs). SP&eSs a
solution for t-dseSeSiEEpach, prepoaing a tlear
design for a Platforrasa-Service dedicated to security services and to SLA
! life cycle management. Moreovéraims at proposing a solution for helping
End Users to negotiate Cloud SLA effectively with a set of Cloud Service
Provider (CSP), by understanding the resulting talfe better and easier.
The design and implementation of SLA monitoring solutions lvélprovided within the scope of the
project. It will be dedicated to continuously control the security offered by CSPs and to help ensuring
the granted Quality of Security (QoSec). SPECS offers a clear design and an implementation of
services dedicated grant security features to Cloud end users in order to fulfil an agreed SLA and
keep a sustained QoSec. WITDOM aims at adoptingtesthd encryptedE2EE) communication
between the clients and the server, where the content on the server is encryptad lzendead only
by the clients (owners of the datsy)l TDOM adopted results from SPECS, in particular e@esnt
[46] , e2eeserver47] , and SPECS auditing8] .

By means of a WITDOM invitation, SPECS has demonstrated some of these results in the Trust in
the Digital World conferencgsee D7.13)

3.4.10 TAPPS

TheH2020EU.2.1.1.1projectTAPPS (Trusted Apps for open CPSs)

Is a EUfunded project in Hozon2020 framework for developers, IT
engineers, SMEs, automotive & healthcare eltaliders,
academicians, and students.provides an open platform for CPS
(CyberPhysical System) apps by addressing as solution all necessary
layers, from hardware overoftfware to a marketplace, to ensure
security and full reatime support for the apps.
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TAPPS provides multiple layers of security against attacks, from hardware over software to the
support of an app store concefsthealth use case based on a smart §pikich is a hub for all the
monitoring devices from the patientdéos room a
mediator devices more open and flexible simplifies and extends the use of medical treatment
implementationsTAPPSand WITDOM sharene partner, FCSR, providing a direct link for sharing
information.

3.4.11 TREDISEC
Since the presence of WITDOM at the TREDISEC Katkmeetirg,

, \ . both projects haveheld regular meetings during thisecondyear to
a tred exchange information and seek disseminatiquogjpinities.

The major achievement was thea@manized Workshop on Secure and
Efficient Outsourcing of Storage and Computation of Data in the Cloud that took pREE€a&DIC
2016 within he 11th International Conference on Availability, Reliability &hé cur i t yi ( A A
The International Dependability Core r e nc e 0) .
Besides, Atos organized an internal networking session coveliJ DOM, CREDENTIAL,
TREDISEC, PRISMACLOUD, and CoeGLOUD.

Today meeting of @AtosES #H2020 #cloud security projects

IP'?b @AtosES transfer meeting of #H2020 @W1TDOM @TREDISECproject @CredentialH2020
projects @W1TDOM @prismacloud @CocoCloud_FP7 @prismacloud
@CredentialH2020 @ABC4EU ARIES

LIGHTest

& Ver traduccio

3.4.12 Data Protection, Security and Privacy Cluster

The Data Protémn Security and Privacy (DPSP) clusteas born with the aim to seek synergies
between projects from the first call of H2020 LEIT WP22DA5 and to join efforts towards greater
impact. These projects address research and innovation on diverse sdioti@rsuring data

protection, security and privacy in the cloud. o
K [ J
P@P CLUSTER

The strategic objectives of the DPSP are:
1. Maximize the impactf EU R&D project results in | | b froecion Sty and Py | -
the areas of Datarétection, Security and Privacy. '

2. Ensure the market orientation and adoptdriEU Challenges for trustworthy
R&D project results in the areas of Dal (multi-)Cloud-based servicesin the
Protection, Security and Privacy. Digital Single Market

Massimiliano Rak,
Second University of Naples
Cloud Consultation Workshop
7t November 2016
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3. Help define the research and innovation needs in H2020e areas of Data Protection,
Security and Privacy.

Involved projects when issuing this document are APPHUB, A4CLOUD, R3lL3, CLIPS,
CLOUDWATCH, CLOUDWATCH2, COCO CLOUD, CREDENTIAL, ESCUDGCLOUD,
MUSA, OPERANDO, PAASWORD, PRISMACLOUD, SECCORD, SECURECLOUD, SERECA,
SLALOM, SLA-READY, SPECS, STRATEGIC, SUNFISH, SWITCH, TREDISEC, TRESCCA,
and WITDOM.

During 2016,WITDOM has pdicipated in regular teleconferencesvering different work lines
such as:

1 Work groups constitution: WG1: Security and privdgydesign, WG2: Trust &
Interoperability, WG3: Advanced data protection mechanisms.

1 Whitepaper on technological options for tleture European Commission Legislative
Proposal on Free Flow of Data.

1 DPSP cluster participation at the Cloud Forward 2016 event
1 Inputs to the Work program 202820.

WITDOM has also been mentioned in CPS§ponsored events during 2016.
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4 Di ssemi nartiiaoln Mat e

4.1 Promotional material

During these twelve months, WITDOM has produced gersionechumber of communication tools
and dissemination materials to create visibility and awareness of the project. This material has been
used at different conferences ane@ts and it is publicly available on the project website.

4.1.1 Project brochure

Project brochure was created at the beginning of the progectit needed improvement and
adjustment as far as project advances were being completdtitecture and use cases cgstion

have been depicted in a more friendly fashion, showing diagrams for a better understanding of
components deployment among domains.

Figure 1. WITDOM brochure
The brochure has been disseminated in multiple eventsdpgcpipartners, but also by the project
CSP Forum, as listed belowigure2 shows two examples of these dissemination opportunities.

1 1st Workshop of the Project Cluster on Data Protection, Security and Privacy in the Cloud.
Febrwary 239 2016 Napoli, Italy

1 Net Futures 2016. Driving Growth in the Digital Single Marlgiril 20-21st, 2016. Brussels
(Belgium).
9 Trust in the Digital World 2016&June 1516, 2016. The Hague (Netherlands)
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